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Origin domain
Choose an AWS origin, or enter your origin's domain name. Learn more [%
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n2.amazonaws.com:6379> KEYS #

n2.amazonaws.com:6379> GET login_attempts:admin@netfort.kr

master.hotel-app-redis.bjmv51.apn2.cache.amazonaws.com:6379> GET hotels:skip=0:1imit=100

(nil)

master.hotel-app-redis.bjmv51.apn2.cache.amazonaws.com:6379> GET hotels:skip=0:1imit=100

"[{\"name\": \"\\ub9ac\\uc561\\ud2b8 \\ud638\\ud154 \\ucllc\\ucebs\", \"location\": \"\\ucllc\\uceb8, \\uacl5\\ub@a8\\uadec\", \"rating\": 5.@, \"images\
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c\\uceb8\\uc758 \\ucg11\\uc2ec, \\uacl5\\ubBa8\\uc5d@ \\uc7e4\\uce58\\ud55c 5\\uc131\\uae@9 \\ud638\\ud154\\uc785\\ub2c8\\ub2e4. \\ucd5c\\ucBcl\\uc758 \\
778 \\uc2dc\\uc124\\ub85c \\ubed4\\uc988\\ub2c8\\uc2a4 \\ubcof \\ub8@8\\uc8e® \\uc5ec\\ud589\\uacld ‘\\ubaa8\\ub450\\uc5d@\\uac8c \\uce44\\ubchd\\ud55c \\
Zed.\", \"price\": 250000, \"amenities\": [\"\\ubb34\\ub8cc Wi-Fi\", \"\\uc218\\uce@l\\uc7as\", \"\\ud53c\\ud2bs8\\ub2c8\\uc2a4 \\ucl3c\\ud13e\", \"\\ubse
ub2a5\"1}, {\"name\": \"\\ubdf@ \\ud638\\ud154 \\uc8lc\\uc8fc\", \"location\": \"\\uc8lc\\uc8fc, \\ucllc\\uadc@\\ud3ec\\uc2dc\", \"rating\": 4.5, \"image
287-4170020758417w=500\", \"htips://images.unsplash.com/photo-1571003123894-170594d2b5d97w=500\", \"https://images.unsplash.com/photo-1563911302283-d2bcl
81c\\uc8fc\\ub3ca\\uc758 \\uc544\\ub984\\ub2ed\\ucebd \\ud574\\uc548\\uac@d\\uc5d® \\uc79@\\ub9ac \\uc7al\\uc740 \\ubdf® \\ud638\\ud154\\uc785\\ub2c8\\ub
d658\\uc@c1\\uc801\\uc778 \\uc624\\uc158\\ubdf@\\ub97c ‘\\uacl@\\uc@cl\\ud560 \\uc218 \\uc788\\uc73c\\uba7@, \\uc79@\\uc5fe\\uacfc \\ud568\\uaed8\\ud558\\
b2c8\\ub2e4.\", \"price\": 180000, \"amenities\": [\"\\ubb34\\ub8cc Wi-Fi\", \"\\ud574\\ubcc® \\uc811\\uadfc\\ucl3I\", \"\\uc2ad\\ud30c\", \"\\uc870\\uc2
ub10c\\ud2b8 \\ube44\\uce58 \\ub9ac\\uc870\\ud2b8\", \"location\": \"\\ubd8@\\uc@b®, \\ud574\\uc6b4\\ub3@0\\uadéc\", \"rating\": 4.0, \"images\": [\"http
69f7?w=500\", \"https://images.unsplash.com/photo-15908073242678-70ee3fc28e8e?w=500\", \"https://images.unsplash.com/photo-1551882547-ff4Bce3fesfarw=500\"
574\\uceb4\\ub300 \\ud574\\uc218\\uc695\\uc7a5 \\ubcl4\\ub85c \\uc55e\\uc5d® \\uc7@4\\uce58\\ud55c \\ub9ac\\uc870\\ud2b8\\uc785\\ub2c8\\ub2ed. \\uacoo\\u
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Add AWS resources *

WAFE ALBO|| €&
Resource type [[I‘EI‘ R*O-lg -anl.g. EIE

Select the resource type and then select the resource you want to associate with this web ACL.

2
HL
1]
=1
)y
> 2

rir
2t
r
OfT.
H1
M
X =

0 Application Load Balancer (") Amazon AP| Gateway REST (C) AWS AppSync API
API
‘ (") Amazon Cognito user pool ‘ ‘ () AWS Verified Access ‘

Resources (1)

Select the rnesource you want to associate with the web ACL.

Q. Find AWS resources to associate | 1 @
Name -
o] ExternalALB

Cancel Add
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Admin 24 44 0|7

ol2f BO| &Y g O root #A0f & 5= U= 2
Specify user details Q‘Erjl' |_|_7_| |_|_ Eol_|.)g9| ':'X'||7|' AH7:|2 [[H 1C_DI_x-l 1%—9| )L!
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User name
GI =2 AMX]
‘ adminuser1 ' 2o
EoET eI Com MaYEUp to 64 characters Valid chararters A-2, a-z, 0-9,and + =, @_ - (hyphen)

&4 Provide user access to the AWS Management Console - opticnal
If you're providing console access to a persan, it's a best practice [? to manage their access in 1AM Identity Center

O Are you providing console access to a person?

User type
) Specify a user in Identity Center - Recommended

We recommend that you use Identity Center to provide console access to a person. Wit h Identity Center, you can centrally manage user access
to their AWS accounts and cloud applications,

© | want to create an IAM user
We recommend that you create IAM users only if you need to enable programmatic access through access keys, service-specific credentials for
AW CodeCommit o Amazon Keyspaces, or a backup credential for emer gency actount acc ess

IAM S5 M4 M=

Console password
) Autogenerated password
Yoy ranview the password afteryou create the user
© Custom password

Enter a custom password for the usq

| netfortos@

() If you are creating programmatic access through access keys or service-speci AH E EJ OI _c')_l- [[H H |
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Set permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Learn more [3

Permissions options

() Add user to group
Add user to an existing group, or create a new group. We
recommend using Qroups to manage user permissions by job
function.

() Copy permissions
Copy all group memberships, attached managed policies, and inline
policies from an existing user.

© Attach policies directly ?_ o._ = O

Attach a managed policy directly to a user As a best practice, we

recommend attaching policies to a group instead. Then, add the user
to the appropriate group.

Permissions polides (1/1378)

Choose one or more policies to attach to your new user.

Filter by Type

| Q, Search

| | All types v )

-] Policy name [A

A | Type

@ Create policy [3

1 2 3 4 5 6 7 . 63 > @

v Attached entities v
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Review and create

Review your choices. After you create the user, you can view and download the autogenerated password, if enabled.

User details

User name Console password type Require password reset
adminuser01 Custom password Yes

Permissions summary

bt
OR¥
oz
HL
ok
o

AdministratorAccess AWS managed - job function Permissions policy

1AMUserChangePassword AWS managed Permissions policy

THgS - pptional
Tags are key-value pairs you can add to AWS resources to help identify, organize, or search for resources. Choose any tags you want to associate with this user.

Mo tags associzted with the resource.

Add new tag

¥ou can add up to 504 more tags.

Cancel Previous Create user
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Retrieve password

You can wiew and download the user's password below or email users instructions for signing in to the AWS Management Console. This is the only time you can view and download this password.

Console sign-in details

( Email sign-in instructions [2 )
Console sign-in URL
[0 httpsi/ /e signin.aws.amazon.com/console AH A
User name 5SS
[0 adminuserd1 QI—I-E

Console password
[0 netfortDE@E  Hide

Cancel Download .csv file Return to users list
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1aM A 44E - cloudwatch )
Specify user details
User details
User name
| clodwatch Ol % AE-i Xc-)l
E USEr Name can nave up to 64 characters. Valid characters: A-Z, a-z, 8-9, and + =, . @ _ - (hyphen]

[} Provide user access to the AWS Management Console - optional
If you're providing console access toa person, it's a best practice [A to manage their access in 1AM (dentity Center

(@ I you are creating programmatic access through access keys or service-specific credentials for AWS CodeCommit or Amazaon Keyspaces, you can generate therm after you create this LAM user. Learn
mare [A

Cancel Next
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Sat permissions

Add user to an existing group or create a new ane. Using groups is a best-practice way to manage user's permissions by job functions. Learn mare [3

Permissions options

() Add user to group () Copy permissions © Attach policies directly
Add user to an existing group, or creste a new group. We Copy all group memberships, attached managed policies, and inline Attach a managed policy directly to a user. As a best practice, we
recommend using groups to manage user permissions by job paolicies from an existing user. recommend attaching policies to a group instead. Then, add the user
function. to the appropriate group.

Permissions polides (6/1378) |
—_

Choose one or more polides to attach to your new user. A

— Filter by Type

| Q, doudwatch X | | All types v | 52 matches

-] Policy name [A Type v | Attached entities

] AmazonAPlGatewayPushToCloudWatchlogs AWS managed

AmazonCloudWatchEvidentlyFullAccess AWS managed

AmazonCloudWatchEvidentlyReadCnlyAccess AWS managed

AmazonCloudWatchEvidentlyServiceRolePolicy AWS managed

AmazonCloudWatchRUMFulLAccess AWS managed
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Review and create

Review your choices. After you create the user, you can view and download the autogenerated password, if enabled.

User details

User name Console password type Require password reset
clodwatch Nore No

Permissions summary 1
Name [3 Type Used as v
AmazonCloudDirectoryFullAccess AWS managed Permissions policy xl = x.' E
4| S o
AmazonCloudwatchEvidentlyFullAccess AWS managed Permissions policy §I_ Ol
— -

AmazonCloudWatchRUMFullAccess AWS managed Permissions policy

CloudWatchFullAccess AWS managed Permissions policy

CloudWatchFullAccessy2 AWS managed Permissions policy

CloudWatchLogsFullAccess AWS managed Permissions policy

Tags - optionat
Tags are key-value pairs you can add to AWS resources to help identify, organize, or search for resources. Chogse any tags you want to assocate with this user.

Mo tags associated with the resource.

Add new tag

¥ou can add up to 50 maore tags.
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e/

clodwatch 1.

Summary

ARN Console access Access key 1

0] arnawsiam:484396917156:user/codwatch Disabled Create access key

Created Last console sign-in

July 21, 2025, 11:41 (UTCH03:00} - AMAM

Permissions Groups Tags Security credential Last A d

Permissions policies (5) @ Remove

Permissions are defined by policies attached to the user directly or through groups.

Filter by Type

[ Q searcn | | AL types v | 1 ;)
] Policy name [3 r'y Type v | Attached via [A
] = AmazonCloudDirectoryFullAccess AWS managed Directly
O 0] AmazonCloudwatchEvidentlyFullAccess AWS managed Directly
O 0] AmazonCloudWatchRUMFULLACcess AWS managed Directly
[} O] CloudWatchFullAccess AWS managed Directly
C] 2] CloudWatchFullAccessi2 AWS managed Directly
[:] = CloudWatchlLogsFullAccess AWS managed Directly
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Review and create web ACL .

Step 1: Describe web ACL and associate it to AWS resources

Web ACL details
Name

webWAF

Description

Cloudwatch metric n

webWAF

Steps 2 and 3: Add rules and set rule priority

Scope

REGIONAL

Reglon

ap-northeast-2

Default web ACL action for requests that don't match any rules

Actlon

Allow -

Token domain list (0)

Name

Editsteps2and 3 .
Step 4: Configure metrics

Rules (7)

Ifa
Name

AWS-AWSManagedRulesSQUIRuleSet

AWS-AWSManagedRulesPHPRuleSet

AWS i ist

Capacity

200

100

200

Action

Use rule actions

Use rule actions

Use rule actions

Use rule actions

Use rule actions

Use rule actions

Use rule actions

Web ACL capacity units (WCUs) used by your web ACL

eb ACL wi

The WCUs 1

1375/5000 WCUs

than or equel to the sum of the cap

or ail of the rufes

affects your conts. AWS WAF Pricing (2

Amazon CloudWatch metrics (7)

Rules
AWS-AWSManagedRulesSQLIRuleSet

AWS-AWSManagediulesPHPRUleS et

¢ headers

No items

Mo items to display

Edit step 4

CloudWatch metric name
AWS-AWSManagedRulesSQLIRuleSet

AWS-AWSManagedRulesPHPRuleSet

WS-AWSM. c WS-AWSManagedRulesC ¥
L y st AWS-AWSManagedRuleshnonymousipList

AWS List AWS-AWSM kst

AWS-AWSEM ditulesAd AW S AW d d !

Sampled requests

Sampled requests for web ACL default actions

Enabled
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webWAF
-

() T e et i et e
oo [ ——

Data filters wo

Lo sed mtries Sampind ety | ChWatch L Insights

PR . W SR A —

oo ¢ | [ asewes 0 | [Capuma 3¢ | [ crasenge %0

Action tatads for the specified time ramge - All traffic

Action totals (3 3

Sample of bot detection v (3

Attack types we 3

Top 10 rules 7 3

Chient devicn types. (7
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Describe web ACL and associate it to AWS resources .«

Web ACL details
Resource type o
Choose the type of resource to associate with thisweb ACL Changing this setting will reset the page A‘I Hl i AOH Ao-| <DEI- [[H Xl Q1| 7| H|_I-9§
) Global resources (CloudFromt Distributions, CloudFront Distribution Tenants and AWS = CEAl S ol T 7{o
i - IPE XLl SAILE IS 543
Amplify Applications}

Y| ehet

O Regional resources {Application Load Balancers, Amazon APl Gateway REST APls, AWS
AppSync APls, Amazon Cognito user pools and AWS Verified Access Instances}

Region

Choose the AwS Region tojeate this web ACL in. Changing this setting will reset the page.

Asia Pacific {Seoul} Xl gfll AE-i XC-; v ‘

MName
= A
IPblock 0 | =a =2 6' ‘

The name must have 7-128 characters. Valid characters: A-7, a-z, 8-, - (hyphen), and _ (underscare)

Description - optional

‘ IP block by location g EOH ‘

S6 chararters.

CloudWatch metric name

‘ IPblack ‘

The name must have 1-128 characters. Valid characters: A-Z, a-z, 3-8, - (hyphen), and _ (underscore).
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Add rules and rule groups

A rule defines attack patterns to look for in web requests and the action to take when a reguest matches the
patterns. Rule groups are reusable colledtiions of rules. You can use managed rule groups offered by AWS and
AWS Marketplace sellers. You can also write your own rules and use your own rule groups.

Rules (0} Edit Delete Add rules &

If a request matches a rule, take the corresponding action. The rules 2

Add managed rule groups

Name Capacity

No rules. LH ﬁ&l —$—7|‘6|‘7|

You don't have any rules added.

Add my own rules and rule groups i

Rule type

Rule type

IP set © Rule builder Rule group
Use |P sets to identify a specific Use a custom rule to inspect for
list of IP addresses.

Use a rule group to combine rules
into a single logical set.

patterns including guery strings,
headers, countries, and rate limit

Rule Builder

Rule builder ‘ Rule visual editor | Rule JSON editor

Wou can use the 150N editor for complex statement nesting, for example to nest two OR statements inside an AMD statement. The visual editor
handles one level of nesting. Forweb ACLs and rule groups with complex nesting, the visual editor is disabled

Rule

Name

blockChina ol % g g

The name must have 1- |8 characters. Walid characters: A-Z, a-2, -9, - (hyphen), and _ (underscore)

Type
© Regular rule

) Rate-based rule
Limits request rates for requests that match your criteria. Applies the action to matching requests
when the limit is reached, and removes the action when the rate falls below the limit.
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Ifarequest Statement 9" %I|'6|-E v

statement Statement Aa-ig

x| 7|8t xjE

Country codes

=3 na s

IP address ta use to determine the country of arigin

when a request comes through a COM or other proxy network, the source IP address identifies the proxy and the
original IP address is sent in 2 header. Use caution with the option, IP address in header, berause headers can be handled
inconsistently by proxies and they can be modified to bypass inspection.

0 sarelPaddess  Source IP address

IP address in header

Then

Action

Action

Choose an action to take when a reguest matches the statements above.

KHErS7|

CAPTCHA customize [F
Challenge

» Custom response - oplional

» Add label - aptianal

Add labels to requests that match this rule. Rules that are evaluated later in the same web ACL can reference the
labels that this rule adds.

Cancel Add rule
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Add rules and rule groups v«

A rule defines attack patterns to look far in web requests and the action to take when a request matches the
patterns. Rule groups are reusable collections of rules. You can use managed rule groups offered by AWS and

AWS Marketplace sellers. You can also write your own rules and use your own rule groups.

Add rules ¥

If a request matches a rule, take the corresponding action. The rules are prioritized in order they appear

Rules {1} Edit Delete

O Mame Capacity Action

O blockChina Block

=g

Add rules and rule groups .

A rule defines attack patterns to look for in wels requests and the action to take when a request matches the patterns. Rule
groups are reusable collections of rules. You can use managed rule groups offered by AWS and AWS Marketplace sellers. You can

also write your own rules and use your own rule groups.

Add rules ¥

Rules (7) Edit Delete

If a request matches a rule, take the corresponding action. The rules are prioritized in order they appear.

Name Capacity Action
blockChina Block
blockRussia Block
blocklsrael Block
blacklran Block
blocklrag Block

captchalndia CAPTCHA

|
O
O
O
O
O
O
O

captchals CAPTCHA
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Configure metrics i

Amazon CloudWatch metrics

CloudWatch metrics allow you to monitor web requests, web ACLs, and rules.

Set rule priority . =g 43

Rules Cloudwatch metric name

kd blockChina 0
Rules {7} 4 Move up ¥ Move down a | blockehina

If a request matches a rule, take the corresponding action. The rules are prioritized in order they appear

blockRussia blockRussia

Name Capacity Action

blockChina 1 Block blocklsrael blocklsragl

blockRussia Block

blocklran blocklran

blocklsrael Black

blocklran Block blocklrag

blocklrag

blocklrag Block

captchalndia @aptchalndia
captchalndia CAPTCHA

captchals CAPTCHA captchals captchalls

Cancel

Request sampling options

If you disable request sampling, you can't view requests that match your web ACL rules.

Enable sampled requests

() Enable sampled requests with exclusions

Enable sampled requests
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Step 4: Configure metrics

Amazon CloudWatch metrics (7}

Rules ClondWatch metric name
blockChina blockChina

blockRussia blockRussia

blocklsrasl blocklsrael

blocklran blocklran

blocklrag blocklrag

captchalndia captchalndia

captchals captchals

Sampled requests

Sampled requests for web ACL defzult actions
Enabled

Cancal B Create web ACL
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v 2@25-@7-24T11:29:32.343+@9: 2@

{"timestamp":1753324172343, "formatversion”:1, "webaclId": "arn: aws :wafvz: ap-northeast -2:¢

"timestamp": 1753324172343,
"formatYersion": 1,

"webaclId": "arn:aws:wafw2:ap-northeast-2:484396917156: regional /webacl /webhiF /596e81c8-55e8-4c8a-9b78-444d7209665F5 ",
"terminatingRuleld": "&MWS-AWSManagedRulesCommonRuleSet”,

ge": "MANAGED_RULE_GROUP",

"actio ‘ELOCE"
i hDetails": [

( gu— XSS &7 KErst 27t =

ocation : 0

"matchedData": [
"onerror",
"alert{'X55' )"

Is
"matchedFieldName": "
¥
1,
"httpSourceName": "&4LE",
"httpSourceld": "4843060917156-app /ExternalALES1VESF3447726F9C",
"ruleGrouplist": [
i
"ruleGroupId": "aWS#AHSHanagedRulesddminProtectionRuleset”,
"terminatingRule": null,
"nonTerminatingMatchingRules": [],
"excludedRules": null,
"customerConfig": null
+
{

"ruleGroupId": "&WS#AWSHanagedRulesfmazonIpReputationlist”,
"terminatingRule": null,

"nonTerminatingMatchingRules": [],

"excludedRules": null,

"rietamerionFie" s nnll
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"rateBasedRulelist":

[1s

"nonTerminatingMatchingRules": [],
"requestHeadersInserted": null,
"responselodeSent " :

"h

"headers": [

i

"name":

"walue":

"name":

"walue":

"name":

"walue":

"rame":

"walue":

"name":

"walue":

"name":

"walue":

"name":

"walue":

null,

9 SAES oHIP F2112.221.246.164

"host",
"api.hotel.netfort.kr"

"content-length"”,
noFgn

"sec-ch-ua-platform",
" Hindowsy

"asuthorization®,
"Bearer eylhbGci0ilIUzIINITsInRScCI6IkpXW (1T, ey]

"user-agent",

zdWII01IBZ¥NBOHRLc3Quy 29t TIwiZXhwIjoxlzUzNDEWNT 440 . 1t aT#FhF JEADPhL

"Mozilla 5. @ (Windows MT 1@.@; Wingd; xE64) AppleWebkits537.36 (KHTHML, like Gecko) Chromefsl38.0.8.8 Safarirs37.36"

"accept",
"application/json, text/plain, *;*"

"sec-ch-ua",
"UNot 1Ay Brandytpu=""80, U Chromiumttpu=t 1S

, A'Google Chromed"j;w=i"138y""




TP AFEF — Web ACLs

e/

Create IP set i

An IP set s & collection of IP addresses.

IP set details

IP set name

| blockedIP |

The name must have 1-128 characters. Valid characters: A-Z, 3-z, 8-9, - (hyphen), and _ (underscore).
Description - optional

The description can have 1-256 characters
Region
Choose the AWS region to create this IP set in

| Asia Pacific {Seoul} v |

IP versian

IP addresses

1221245364 4 \N A F TP Seto.”A-I X|.EI_|-'§- IP Z‘r:j\_ 2F.7|-'('5|-7|

Enter one IP address per line in CIOR format.

Cancel Create IP set
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blockedIP

Info

Name
blockedIP

Description

Region
Asia Pacific (Sequl}

IP version
IPY4

IP addresses (1)

Q

O IP addresses.

O 112.221.246.164/32

WAF IP set0]| IP T4 =7}

o>

Delete Add IP address

1 Lol
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Add my own rules and rule groups i

Rule type

O IPset Rule builder
Use |P sets to identify a specific IIse 3 custom rule to inspect fi
list of IP addresses. patterns including guery string
headers, countries, and rate lir
wiolations.

Web ACLs A A8l M

Rule 'EI'Z! '|Qr_c§ O'” IP set |A_-|E—I|'I
Name
blocklP

The name must have 1-128 characters. Valid characters: A-Z, a-z, 3-9, - (hyphen], and

IP set

IP set

blockedIP IP Set A|_ E—I.II

IP address to use as the originating address

When a request comes through a COM or other proxy network, the source IP address identifies the proxy and the original IP address is sent in a
header. se caution with the option, IP address in header, because headers can be handled inconsistently by proxies and they can be modified
to bypass inspection.

© Source IP address

IP address in header

Action
Chonse an action to take when a request originates from one of the IP addresses in this IP set.

CAPTCHA customize [A
Challenge

» Custom response - apiional

Cancel Add rule
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AWS WAF > WebACLs > blocklP

blockIP

l_D arn:awswabvs ap-northeast-2:484396917156: regional fwebacl/blockiP/cSa3bie -f3090-4e09-8de-0926 2abed 279

Traffic overview Rules Associated AWS resources Custom response bodies

Associated AWS resources (1)}

Logging and metrics

Q, Find associated AWS resources

Name Resource type

ExternalALB Application Load Balancer

Sampled requests

Download web ACL as JSON

CloudWatch Log Insights

Disassociate

Add AWS resources

1 @

Region

Asia Paclfic (Sequl}

2 H[O[X| EC20] HZ =l ALBRL HZ7SHY|
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Web ACLs

25 hotelnetfortkr/hotels?destination=&ai
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v 2025 -07-24T13:26:85.913+09: 2@ {"timestamp":1753331165913, "formatersion": 1, "webaclId": "arn: aws:wafv2:ap-northeast -

"timestamp": 1753331165913,
"formatiWersion": 1,

"webaclId": "arn:aws:wafv2:ap-northeast-2:484396917156: regional fwebacl fwebWAF F596e81cE-55e8-4cfa-9b7 8 -444d729665F5",
"terminatingRuleId": "&WS-ASWSManagedRulesSQLiRuleset”,

g = 1 "MANAGED_RULE_GROUP",
"action": "BLOCK",

TatchDetails": [ SQL| _g_Z'l Xl'El_I-_cEl' E:l-7|' %E

"matchedlata": [
—————— WebkitFormBoundaryhSHrajBuoz2UQvaqwnContent -Disposition: £",

"OR",

v,

nan,

"1l ORDER BY 85l22-- e@eld n------ WebkitFormBoundaryhSHroajBuoz2UQvagq"
1,
"matchedFieldName": "*",

"sensitivitylewel": "LOMW"
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ar

"rateBasedRulelist":

(1,

"nonTerminatingMatchingRules": [],
"requestHeadersInserted": null,
"responselodesent”:

"headers": [

!

s

"name":

"walue":

"name":

"walue":

"name":

"walue":

"name":

"walue":

"name":

"walue":

null,

"tccept -Encoding”,
"identity"

"Content-Length",
nagT

"Host ",
"api.hotel.netfort.kr"

"futhorization”,
"Bearer eylhb3ci0ilIUzIINIiIsInRScCIGIkpXEYCIS

"Aocept”,
"applicationsjson, textsplaim, #r#

Q BAS HIP £MN12.221.246.164

LeylzdWIic
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® Vou have successfully updated inbound rules for acl-Dbb06dDRa1a73fdcD X
acl-O0bb06d08a1a79fdcO
Details info
Network ACL ID Associated with Default VPCID
[0 acl-0bb06d08a1a79fdcD 13 Subnets Yes wpc-06581h0234bebde?8 / prodPC
Owner

0] 484296917156

Inbound rules Outhound rules Subnet associations Tags

Inbound rules (2)

Edit inbound rules

1

| Q, Fifter inbound rufes

Rule number v I Type v | Protocol v I Port range v | Source v I Allow/Deny v

100 All traffic AlL AlL (.0.0.0/0

All traffic

112.221.246.164/32
. All traffic All All 0.0.0.0/0 ® Deny

Network ACLs2| #4/0] IP &4 F7t8}1 Deny AH
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HOl - GuardDuty

GuardDuty

9% E A F@at Aoz el alas vt e A

it 3_68 22 1

EC2 230f ZAt

W] S - PR
Runtime Monitoring coverage

SIHT
EKS Protection
) Monitor runtime activity to detect threats to your compute workloads on Amazon
shabel ol Xl ya . :
ECS (including AWS Fargate), Amazon EKS, and Amazon EC2.

_ Enable Runtime Monitoring

el BUER

EL

EC29 o B

szl mat e ¢ 72 33 NaAY

RDS EZ

[
o

Lambda B EA D

# Potential credential compromise of IAMUser/john_doe indicated by a sequence of

actions.

# Potential data compromise of one or more 53 buckets involving a sequence of actions

associated with IAMUser/john_doe.

& Potential Kubernetes cluster compromise of eks-demo-cluster indicated by a sequence

of actions.
HER 24
mE [3

Security Hub [ 213

Amazon 53 Public Anonymous Access was granted for the §3 bucket netfort-images.

M Backdoor:Runtime/C&CActivity.8 [l Backdoor:Runtime/C&CActivity.BIDNS
W Defer jon:Runtime/Fil B PrivilegeEscalation:Runtime/DockerSocketAccessed
B Others

A container escape via runc was detected in EC2 instance i

> POPE®"

2
L
4
®)

J
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UM 7] 28 Ab| W oot 5

EHFAME FIoH YMIA Flot B TP A2 FHE MBK 0lML. LET AL AR AlRI CIS DefEHR
AE At
© Command Line Interface(CLI)
AWS CLIE AH2510] AWS AlZ0] Hu AR & QIS d 4| A F|= ApRE 29
23 F¢

AWS BT MulAoA YHlisl= ofEZ27|0) 8

THE| M| & —_l'l')g

awsolvoLd e ol - QF dF 2tE, CLIE
- g8ot ZLHE Xtz
R ot p=

A HEEE it

2X 2|8 cug! AWS CloudShell2 AMBSHH HEE A#EL|CL
CLIV2E AS3H 1AM X1 B9 ME{] AEXIE Bo oI5 €

A 72| HE AR E o[ Om WM A 7| BEE A& 2 gk




CloudWatch Eg T4 AdgE
Z=H| )

A

[rootBip-10-0-200-141 ~]# fetc/zabbix/scripts/cloudwatch attack moniter.sh Txhl I}IIE%!
cpu utilization=0.897925349634157
disk write bytes=0.0 o=
disk write_ops=0.0 - CPU A" o=
network in=605242.0
status_check failed=0.0 _ A AN
[root@ip-10-0-200-141 ~]1# |} El =3 _7| H|-

0|E

- A3 M7 &

CloudWatch2| 8 A|AH HEZZS X3
Zabbix MH 2| 2|F AT FE C|AHZ|Q HAS

~3E A

Al 2AZE2 2 HIO|H & +Hot0] SAA|LE[ 20| CHH|

o
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w Tratfic characteristics
Overew f the meb traf: the retches yur Staring crtarsa

Sample of bot detection we C
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W Bots:Unverified [l Non-bots

Attack types wo C

n Gowatn (3 e dovics types of the s

Client device types C

WOsskiop

Top 10 countries o G
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1=0&startD;

= 08-11T1

© Devlools is now available in Korean Don't show again Always match Chrome's language

a
H Hotel Netfort X ofof 270
[0 FElements Console Sources
Application
O Manifest
HM mA By Service vorkers
8 storage
%’%‘N Storage
~ B Local storage
HH BB hitps//hotelnetfortkr
» EB Session storage
AA:

el 28, o3 03

[H)

1}: 3074

HE 2T
5.0

7 =2 A7
HF, A=Al

45

o =1 Mg

250,000 /1

180,0008 /1

=13
=t

=13
=t

» B8 Extension storage
B IndexedDB

» & Cookies
B Private state tokens
B Interest groups

» B Shared storage
B Ccache storage

8 stora

ge buckets

Background services
B sacksforward cache
1, Background fetch

fr

€3 Background sync

8 soun

ce tracking mitigations

£ Notifications

B paym

ent handler

@ reriodic background sync
» T, Speculative loads

& Push

messaging

D) Reporting API

ames

» O top

Console

What's new X

.000Z8tendDate=2025-08-12T15%3A00%3A00.000Z

Network Performance  Memory _ Application  Privacy and security

A C Y Fiter
https://hotel.netfortkr

Grigin

Key
access token

1 JhbBei 011Uzl THi

https://hotel netfortkr

19, vzl 1i0

=~ % O @

Switch DevTools to Korean

Lighthouse  Recorder

Q@ x

Value

JhbGeiOiILZI NilsinRScCl6lk

[

liwiZtwl

@) Whats new in DevTools 138

See all new features

See the highlights from Chrome 138

kiHeP3yla_7F 1

- »
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sqlmap -r request.txt —force-ssl ——random-agent —batch —dbs

[!] legal disclaimer: Usage
obey all applicable local,
this program

[*] starting @ 00:59:14 /20

[00: 4] [1
[ ][I ] fetched r
ebKit/886; U; en) Presto/2.
Mulupart 11ke data found i
[ [INFO] testing c

[CRITICAL] WAF/I

] parsing H

FO] checking
] testing i

WARNING
] testing f
] testing
] testing

1]
]
]
]
]
4] ] target U
] : A
]
]
]
]
]

¥ Traffic characteristics
Overview of the web traffic that matches your fittering arteria

Sample of bot detection o

Counts for nan-bet activity, and for verified and unverified bet activity. This includes anly bats labeled by Bot Cantrol for commen bots View in CloudWatch [4

‘) Bots:Unverified

65.53% (173)

-bots
34.479% (91)

M Bots:Unverified [l Non-bots

Attack types info

The types of attacks idertified i the requests. View in CloudWatch [

Filter displayed data

msaL

WXss W Badsots [ GenericlFl [ GenericRFI

Client device types C

The device types of the clients that sent the requests, obtzined from the web request’s

Mobile
46

B Desktop [l Mobile

Top 10 countries ifo (3

Th ten countries that semt: the mast equzsts. View in CloudWatch [

Filter displayed data

user-agent header. View in CloudWatch [2

Desktop
43.54% (118)

|

[ 142
Wxss 5
W BadBots 2

W GenericlFl 1
WGenericRAl 1
o 10

80 90

100 110 120 130

140 150 160 170 180 190 200 210 220 230

W Korea [ Singapore [ HongKong [l United States [l Portugal [ France [l United Arab Emirates
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C # o

=

SQL1

HAE

webWAF

= 617 7 T

Traffic overview Rules Associated AWS resources Custom response bodies Logging and metrics Sampled requests

CloudWatch Log Insights

Download web ACL as JSON

Top insights are now available with CloudWatch logs
You can aceess the new toy

jhts dashboard section by enabling a CloudWatch Legging destination in your Logging configuration.

Enable CloudWatch logs | X

Data filters info

The traffc overuie gives athc d by AW WAF.For onthe dashibward, soe the AWS WAF

tch metrics For mare

y costs, see CloudWatch pricing (2

Traffic type Terminating rule actions
All traffic v ‘ | v
| Blocked X | ‘ Allowed X ‘ ‘ Captena X ‘ ‘ Challenge X
Action totals for the specified time range - All traffic
b time range. This shy for all p ‘while the rest of the dashboard shows only the actions that you've selected in the filters. ge, each also shows the percentage: v pricr, & time range. For example, if you've
chasen 1 day as the time range, reflects d 6.0 hours ago
Total Blocked Alowed capteha chatienge
100% 100% 100%
Switch to count action (J) Overtay prior 3 hours () §
Request counts for each selected terminating action. View in CloudWatch [ R e during the selected time range View in CloudWatch [
Filter displayed data Filter displayed data
150.00 150.00
10000 100.00
50.00 50.00
Jul23 Jul23 Jul 23 Jul 23 Jul 23 Jul23 Jul 23 Jul 23 Jul23 Jul23 Jul 23 Jul 23 Jul 23 Jul 23 Jul 23 Jul23 Jul23 Jul 23 Jul 23 Jul 23 Jul23 Jul 23 Jul 23 Jul23
12:00 1215 12:30 12:45 13:00 1315 13:30 13:45 14:00 14:15 14:30 14:45 12:00 1215 12:30 12:45 13:00 1315 13:30 13:45 14:00 14:15 14:30 14:45
Asia/Seoul (Local time) Asia/Seoul (Local time)
= Blocked == Allowed - AW QLiRuleSet = webWAF
- st - sloc
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Prometheus *E" xl

\/

5 & O A aHEX 2

TR 1 @

o+ 2 v | Bl s Ons v | EEe. v | Bee

B Table B Graph ® Explain

docker run —itd —-name prometheus prom/prometheus
Unable to find image ‘prom/prometheus:latest' locally
Pulling from prom/prometheus

be034: Pull complete
Pull complete
Pull complete
Pull complete
Pull complete No data queried yet
Pull complete
Pull complete
Pull complete
Pull complete
Pull complete
B 05ebb8d2b. 20 Odaflcbl4ac0871blcfd38bed 7a3 21£4596
aded newer image for prom/promethsus:latest

6efleatllb 52a4dlelad43

+ Add query
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Grafana ‘=

% Prometheus m

J

Grafana
AL
=y

dHold 3 3 Ho[X|

2

oAl 28 3.35.216.125:3000/login (=) @ s=

Welcome to Grafana

Email or username

admin

Password

D
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Grafana SAX|] 0 Prometheus &I )
| E J

Add data source

Connection

‘ Prometheus server URL* @ | http:/110.0.100.85:9090

Prometheus

Data sources

+ Add new data source

1= Sort by A-Z

prometheus

88 Build a dashboard @ Explore

Prometheus AMHO| FH5I0 +HE 2E HER HO[HE HO{21 AEXt= HO|EHE &

= a1 =
2
oy - f\
Cifet RL|EE CHA|RES TS = UAS

netfort
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Node Exporter X

\——/
y

0-110-244 ~]§
-110-244 ~]§ docker run -itd ——name node-exporter --net="host" —--pid="host"™ -v "/:/host:ro,rslave" quay.io/prometheus/node-exporter:latest --path.
1849813 8eb6bal3760fe904a31dc4e05695ed9%c3aaaad28b209%e2ab281
[root@ip-10-0-110-244 ~1§
[root@ip-10-0-110-244 ~]§ docker ps
ONTAINER ID IMAGE COMMAND

ot £3=/host

CREATED STATUS NAMES
8d981368£26 quay.io/prometheus/node-exporter:latest "/bin/node_ exporter .. 5 seconds ago Up 4 seconds node-exporter
[root@ip-10-0-110-244 ~]§

[root@ip-10-0-110-244 ~]#

- Node-exporter ZH|O|H{ FF.
> JEQQ REE SAEZ A,

prometheus.yml *

scrape interval: 15s
evaluation interval: 15s

scrape config:
— job name:

— targets:

jeob name: 'n

static configs i

— targets: ['10
* Node Exporter= ELIE|ESI0] siT AMHQ| AAH HHE £
Xl
=
- 1sx0ict ¥E ZE YoM Ho|EE 3 A L 3 B o

7} netfort
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Node Exporter X

e/

9 Prometheus Q. Query

node_exporter

Endpoint

http://10.0.110.244:9100/metrics

prometheus

Endpoint

http://localhost:9090/metrics

@ Status > Target health v

Labels

instance="10.0.110.244:9100"

Labels

instance ="localhost:9090"

job="node_exporter”

job="prometheus”

PrometheusO|A node exporter
My =% =l

Last scrape
G 5.665s ago 8 17ms
Last scrape
T 8.793s ago 8 6ms
|]-|| E 2l
—_—

o @ m
B8
State
uP
State
up

netfort




Alert Manager X

00t@ip-10-0-10 :~% docker run -d \
—-name alertmanager \

yml

P )
v $(pwd) /alert-manager.yml:/etc/alertmanager/alertmanager.yml \
—restart unle topped \
prom/alertmanager:latest \
nfig.file=/etc/alertmanager/alertmanager.yml
Unable to find image 'prom/alertmanager:latest’ 1
Pulling from prom/alertmanager
be034: Already exists

group by:
group wait:
group_interval

repeat_interval

parse mode: 'HTML

alert-manager.yml I} %4 alertmanager Z1E{|O|L]

5

D
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root@ip-10-0-100-85:~f nano prometheus.yml

scrape interval: 15s #
evaluation interval: 1

rule files
- 'alert-rul

alerting

alertmanagers

alert-rules.yml I} et

ZII'AO-l scrape configs
- job name E
static configs
- ta?gets 'localhos
Node ExporterE R LIEHZ 6t H & job
job name ter’
static configs
- targets: ['10.0.110.2
g Prometheus Q. Query A Merts @ Status » Target health — ol II-
prometheus.yml I} %
VS|
o
node_exporter
Prometheus0f| A node_exporter,
backendserverl, backendserver22| HE
—S—— - 2y A
AL
M =% netfort




grafana 2= /4/d

-

Home > Dashboards

Datasource  prometheus Nodename  ip-10-0-10-46.ap-northeast-2.compute.internal
v Quick CPU / Mem / Disk

Pressure CPU Busy Sys Load RAM Used

cau |

Mem |
o |
v Basic CPU / Mem / Net / Disk

CPU Basic

100%

11:18:3 M:19:00 1:19:30 M:20:00 1:20:30 M:21:00 T

= Busy System - Bus Busy lowalt == Busy IR Busy Other

Network Traffic Basic

1:18:30  1:19:00  11:19:30  11:20:00 1:20:30 12100 T:21:30  1:22:00 11:22:30  11:23:00
)619b1c77cO == Rx docker0 == Rx enX0 == Rxlo == Rxvethal72402 == Tx br-Od619bfc77c9 == Tx docker0
Txlo == Tx vethal72402

grafana®lM backendserver1?| ez 2}

L

Instance  10.0.10.4 @ GitHub | (F Grafana (@ LastSminutes v Q

SWAP Used Root FS Used CPU Cores Reboot R..

1 N/A

ROOtFS T... RAM Total

8 GiB 949 miB

Memory Basic

168
896 MiB
768 MiB
640 MiB
512 MiB
gamB
256 MiB
28 MiB

M18:30 MA9:00 1N:19:30  1:20:00 1:20:30  1:21:00  1:21:30

= Total == Use Cache + Buffer == Free - Swap used

Disk Space Used Basic
100%

80%

M18:30  1:19:00  11:19:30  1:20:00  1:20:30  1:21:00 2 11:22:00

o= | = [boot/efi == run == [runjuser/0 == /tmp

Export v | Share | v

O Refresh 5s v

Uptime

2.0 hours

SWAP Total

oB

11:23:00
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Alerts Firing:
Labels:
-alertname = H\ghcpuusage
-instance = 0
- severity = mnca\
Annetations:
-description = E2E.
7002 EIFSLICE BT 2 100.00%

-summary = 2|~ 82 10, CPUMBE EE

Source: NEtp/06797a02208:0000/2raph? 0. Xrm1 00+ 962 AHG528T +
+avg+by+0628instancese2o+
%28ratess28node_cpu_seconds_totals7Bmode%30%22id1e%22%7D
95B1m65D%29%299629+63E-+708¢ 1

9| cru AHE 0| 5E 52

Alerts Firing:
Labels
~alertname - HighG uusage
—-10-0-10- ~]1f stres -instance =
~severity = critical
1nfo: [4255J] dlspat ) ) 0 Annotations:
- - description = £
70%E EaFELIch

| CPUABEOISE B

7} 2k 100.00%

-summary = 2282 10,010 CPUNBE EE

Source: httpi//0675f60ea2d8:3000/graph?g0.expr=100+362A+3281+-
+avg+by+9b28instanceds2o+
9%28rate%28node_cpu_seconds_totals7Bmode%3D%22id1e%22%7D
9581M5D%29%29%29+H3E+70) o=1

Alerts Firing:
I Labels:
~alertname = HighCpuUsage
-instance =
- severity = critical
Annotations:
B -description=3~E
g 70%8 EURELICL AT} 100,005

—-10-0-20-60 ~]# stress 1

info: [40906] dispatching hogs:

| CPUAFERO| 52 B2

-summary = 218 10
Source: hittp/96757a02a2d80000/2raph?g0.expr100+%2AH62ET+
+avg+Dy+oh28instances2o+
1%28ratet28node_cpu_seconds_total7Bmode%3D022id1e%22%7D
95B1m65D%29%299625+3E-+70! b=1

NodeExport, backendserverl, ———

backendserver2 P
oAl cru TSt HE telegram OM HAIX| H& ol

D
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3

al

24 M s ™ H

9 Prometheus

Q Query A Alerts 8 satus v ® @ m

l)_ 106 = (1 - avg by (instance) (rate(node_cpu_seconds_total{mode="idle*}[1im])}) i Jm

B Table

11000

10000

90.00

80.00

7000

5000

4000

3000

2000

1000

B Graph

10010
JTRERH

@ Explain

Medium res. 2 Unstacked = Stacked

015 1020 1025 10:30 10:35 10:40 1045 1050 10:55 1100 1105

W {instance="10.0.10.46:9100"}

B {instance="10.0.110.244:9100")

W {instance="10.020.60:9100"}

PrometheusOf|A] 2= =Ql
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7c:>|-_'L Hl-Acli Al xl.% orz|

[ 4 = A D == et

Alerts Resolved:

Labels:

- alertname = HighCpuUsage
-instance = 10.0.110.244:9100

- severity = critical

Annotations:

- description = Z2E 10,0.110.244:9
70%E oS LIk HA 2 a1.53%

-summary = 2A2=HA 0.244:0100 CPUABEH &5

Source: http://9679f60ea2d8:9090/graph?g0.expr=100+362A+36281+-
+avg+hy+28instanced29+
%28ratet28node_cpu_seconds_total%7Bmodet3D%22idle®%22%7D
%65B1m%5D%29%29%29+H3E+7 082!

i

<l

=

002l CPU AFEEO| 58 &2

Vo' s AR 1)

N

Alerts Resolved:
Labels:

-alertname = |
-instance

- severity = critical
Annotations: )
- description = Z2E 10.0.2( 1002 CPU AFE RO SR B

70%5 IS LICHL HIH 2 98.11%

-summary = 21 =H2 10,020 00CPUMNESH ES

Source: http://9679f60ea2d8:9090/graph?g0.expr=100+32A+36281+-
+ave+by+28instance¥29+
%28ratet28node_cpu_seconds_total%7Bmodet3D%22idle®%22%7D
%65B1m%5D%29%29%29+%3E+708&g0.tab=

Alerts Resolved:
Labels;
-alertname =
-instance
- severity = critical
Annotations:

- description = 2~E 10.0.11
70%S EILICL A 25 97.76%

-summary = 21=H2 MCPUAMNEFH ES

Source: http://9679f60ea2d8:9090/graph?g0.expr=100+%2A+3281+-
+ave+by+28instance¥29+
%428rate¥28node_cpu_seconds_total%7Bmode%3D%22idlet22%7D
%65B1m%5D%29%29%29+%3E+70&g0.tab=

HighCpulsage

1002] CPU MHEE0| 52 &2

NodeExporter, backendserverl,
backendserver20| HEF cpu 1IFSIE FEAZ

2, telegram°1|k|
id =Xt S =

(™

netfort
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Attack types info (%

The types of attacks identified in the requests. View in CloudWatch [

Fileer displayed data

| Filter data v ‘
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